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17%
Businesses where staff 
have had cyber secu-
rity training in the last 
12 months
Cyber Security Breaches Survey 2016, DCMS, 
HM Government

All financial institutions are comprised of three 
elements, namely technology, processes and 
people. Of the three, the ‘people’ element has 
consistently been the most vulnerable to cyber 
threats. The root cause of this vulnerability is the lack 
of an appropriate cyber culture and ineffectual 
awareness programmes.

With cyber criminals increasingly looking to exploit human 
vulnerabilities to by-pass internal controls, financial institutions 
must proactively defend themselves and raise staff awareness 
levels to inculcate a security culture and consequently decrease 
the risk from cyber attacks.

Embedding a cyber security culture begins at the very top of the 
organisation, the Board of Directors. The regulators expect 
board members to understand and to be able to explain their 
organisation’s key vulnerabilities and defence mechanisms. 
Specifically, the Board has to be able to demonstrate that it has 
taken positive steps to safeguard the critical assets through the 
implementation of appropriate controls and that it has raised 
the importance of cyber security across the organisation.

If your answer to any of the following 
questions is ‘no’, then you are at risk:

•  is security at the heart of everything you 
do?

•  is the board and other senior 
management actively involved in cyber 
security?

•  is the board and senior management 
regularly briefed on cyber risks? 

•  does a security culture exist?
•  does a user security policy exist? 
•  are new joiners presented with mandatory 

security training at induction?
•  are appropriate controls in place to 

counter a social engineering attack?
•  are staff made aware of the risks of 

“bringing your own device” (BYOD)?
•  are staff aware of how to classify and 

handle information?
•  do staff know how to create a strong 

password, keep it safe and do they 
change it regularly?



Influencing change
•   embedding a risk-aware environment and driving 

cultural change

•   running awareness sessions for the board and 
other senior management

Conducting needs assessments
•   assessing knowledge and skills gaps

•   review of training vendors and material in line with 
client requirements

Our Expertise
We at Hansuke specialise in providing clients cyber security education and awareness related services ranging 
from setting the tone at the board level to rolling out mandatory training to front line staff. We help them 
understand their skills shortages, assist with the development of training materials and instil a security culture that 
assists in tackling and reducing risk introduced through cyber threats.

Our experienced consultants have assisted clients in the design and roll-out of awareness programs to help 
embed a security-conscious culture across the entire organisation. They have helped with establishing and 
implementing group-wide education programs, specially tailored to organisational roles and skill levels of staff. 
We have aided with identifying areas of improvement and devised training solutions to overcome those 
weaknesses. Our team has provided support with the development of bespoke training materials followed by 
delivery of the training.
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Implementing awareness programmes
•   design and manage security awareness 

programmes

•   deploy awareness campaigns through various 
media for maximum impact

Developing and delivering training
•   design and develop bespoke training and 

communication related material

•   delivering training at all levels

Our Services
Our team has extensive experience assisting clients with:
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This publication has been written in general terms and therefore cannot be relied on to cover specific situations; application of the principles set out will depend upon the particular 
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